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1 MEHEER
1.1 #%
BEEEEYBERLHRAT (BH4: BHEEXETFIERRA D),

ANEGHEEFEREZ 2B TIEF O (FH “¥ErEfE% CA, HaiNanCA”), LT
2018 £ 5 H 6 H, AEMFE4 3,100 7 TART, ZEHFERHETIERS N
M, NEFHE BTBESRETEHNEFLL, BT 2T E T IMNERF LS.

(EHEELHEELLHRATEFIELFAND (BLTEH “HaiNanCA
CPS”) REHBFERBELLARAGANLR (B FLEL L), (B FIERFEE
TEY MER, ATEEFEZCAWETIELFHRS. T2, REAMEER
B R, AP e TFIEEARE, BRHTEZe MG, B EREZ CA
EFE. BE. RA, FARRERT IS SIS e AT E UM <KL %
PBEHETREATE  REXT L AEAHEE, FELEE W LH#TATR.

BHEELCATHEER (BFEL%) R (BT NERFEELKE) ke
EAENK, BT RETEERTNEMRS . BEER CAMERR N R R EHE
HEBGELCA (R CA. EMNE LFZEL, B RO, HFIEHITF . IE
FRBFERR, ARZEOEFHELCA BT INEEN, HITPREN 24
A RBET H B IVIER S

B 5% CAIIER 2 P9 B9 BT Rk 5140 440 7 7™ 4% # 98 Fu 14T HaiNanCA CPS,
FAEAR NI AE

1.2 XL HREHRIR
1.2.1 &#%

AXHHNLHZE (BEEA ELHEZLLAERNEEFINELSHND, &HF
4 HaiNanCA CPS, & HaiNanCA 7EAR & IE B it A2 & B X BT W 5 1B A0 U 03K .

1.2. 2 kA&

A HaiNanCA CPS & HaiNanCA &I E <A A, MASH V2.4,
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1.3 AIEMR R B9 B A
1.3.1 B FIAERF A
HaiNanCA 2 (B FELE) R (EFIMERFETEA K AERER
SR FIMER S A, W £ T A B TR H T AR AR A IE R 12 B
% = A . HaiNanCA 24 W b 589 & 5 5 77 & K AR & i 8 FIEH,
FNBFIUEFHTER. RHEF—RIETEIA,
(1) HaiNanCA ##f%: ROOTCA
ROOTCA = HaiNanCA B, Fi\UEAR % & G640 \ 89 [E K AR 89 4 #F . HaiNanCA
BEAT P ARE AN NG . ALAGAE 5 A7 3% 4 3E 4 &1 ROOTCA % HaiNanCA 25 % By
CA FT & K
(2) EXRSM2AR (=) iLH:
CN = ROOTCA
0 = NRCAC
C = CN
(3) HaiNanCA SM2 #f (=) 15 5.:
CN = HaiNanSM2CA
E = CA@HaiNanCA. cn
OU = HaiNanCA

0 = Hainan XinAn Electronic Certification Co. Ltd
L = HaiKou

S = HaiNanSheng

C =CN

HaiNanCA SM2 #R4F 4 8478 2k 80 4. 2020410 A29 H 9:46:18——2040410
F24H 9:46:18

1.3.2 EMAA

HaiNanCA #97EMALA (AR RA), XA A% % &, & HaiNanCA &1
BENERRIWEFEF L HFZENG., KV FEEAHE: GEilF 22HTF
EBVHFFEERFIER RS AP ZEEFIES V5 RIEZET P HIES
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EMEIE, FEIT S G, BEIES HiE. IEREE. AHER . BEXAAEIER
FEH.EFRHE. EAREURAMTFEAETIT A AL 4, LPEHAKE
VHEREEEZEETE HERFIER R 523 HE HaiNanCA W& K H
FAE 4 DR ST F AR

RA 1% 8 HaiNanCA € 89 CPS R AV 4 % B R EBRF S EH FIEHRE
Vi, EREHFFEFHVHFHNEZEFAF, Mi%HE HaiNanCA WHLE, PATH &
KRN E R FAE, BT RER AR S

HaiNanCA & RA REEM B A A “HFIEH L FZHE L,
1.3.3 iTF

TPURNERHFHE, WA . REHRAFEFIERSNAAELNF
BOEH B R, B3 A HaiNanCA AL 8 ZEH B EA M A S AE R T WE R, T
FREE LT ER:

> EHBEZWIEE PRARRAAESEZZ;

> BEZZIEHFEFAR CPS FAd Xl

> WA GEZHAES A4 BT AR
1.3.4 R¥FH

R# T AIEAT K LR BT HaiNanCA B P 8EH R EHFE L —F, 51T
FPREVHERMNARAR, RBFTTUE, LTUFE-MTF.
1.3.5 HAhsk R

HaiNanCA \iE4R R £ XM £ [ TFJUT BT = B 09 F A8 K A 7
1.4 EH A

ENMEFRELE BN HRHFTER . A IEEREXMENSEHTE, TN
DL =

> MAIEH

> HAIEH

> REIEH

HaiNanCA 72 7T /& b %- B 7] B0 A7 A 2 SRl 45 18 4 A B9 40 4
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1.4.1 iEHH R

ik R E R PR 4]

A GE % ERBRAEHITNTEA RSV F84E | X BHIRR, St & |y
20 h, AUREAEE &0 Ao

SUME % BEMNKAS G S HdENEM, K% | XHE, /IS MIFEEAT
A & W B E AT

REFHRESBREMEE, AURER REBSHIESH. SSL REBiE
&G # . IPSec VPN % &iF#H .,

1.4.2 ZE W H N
S FAEH B R R A X R IR E, W% 5 J7 & & HaiNanCA 0 7] 3 F-
WA AR, HAE AR A IR R S5 B, % 1% HaiNanCA #9247
PHIES AT HREREE, EARRAERCANERTHEA, b
R EE WiT P BAT AR,
1.5 EmEH
1.5.1 Ko X EEHA

HaiNanCA CPS & HaiNanCA &2 KRB EHEZER 2 A RLE., EM. £
FH, WA H HaiNanCA 7 2.
1.5.2 RAGER

BRI BOWXZXEXAE 3 TEHRMNERARA K 2206

A H

B F#if: service@hainanca. cn M 5: www. hainanca. cn
B iE: 400-0898-157 £ E . 0898-66751525

1.5.3 W& CPS ff & K ¥ W LM

HaiNanCA %4 5wk B E R« & /8] CPS Ko #| 2 By R s A EAA, & &
#uE CPS, 2wk CPS % & Fms By LA .
1.5.4 CPS ## 7K

HaiNanCA # % HaiNanCA CPS #AT7/™#& W pi AR #EH, & HaiNanCA %4 %
TR LRI EE ANAFTMAERR LA,

i CPS MAXNEFMBHFERBRLARRERLZR oM ES, B

4
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HaiNanCA W 3k www. hainanca. cn #4722 7 .
RAE (o F &L E) R FIERS-EE A %) EHE, HaiNanCA B A CPS
ZHBEW 30 HRNEER Tl ffg BALH & X,

1.6 R XM%EE

1. CA (Certificate Authority)

BT IMNERF I E AR, CA W% FHIMENEEZNY, ZW EZeE
TRZFAANRER N ERN T EMAE =TI, CA ARTEHFNESS
FEZREIMEETIL, FHEFIEHHATER. FHF-RIEHE,

2. RA (Registration Authority)

EMAAEE A RA Z CA MR R — DA, ARNEFIEH F
FHATRBTZ, HARREEEEZFIEE LRKFIEH, UKIEH EHM R
BT A

3. KMC (Key Management Center)

FHERT CWENR AT mERFP MBI EAX, FREMWE T
E RS B

4, HaiNanCA

BEAERHELTEHRNAHER.

5. CPS (Certification Practice Statement)

BT AR S AL e B AR, CPS 4048 3 B T UGEAL B FIEH B9 R K.
W, EH. BENAE, 2INERAZIMGIEE CA REHATER TIEMEBAT N
FPREFHLMATHNE S, EHFIEHEE. HFEHRSE. HFEF LA,
BF A K, RFEHBRNABAFIES T EEFREE L.

6. CRL (Certificate Revocation List)

BT UL TR E AR CRL FITF TR £ R R R H #2348 Z w08 7 4
WEFIEH TS, HEFIEFERF AL T HFIESHEEER, &
CA FIEAMEA R, CRL BEXBMAKFIEHELE, HFIEH KL EZF. A
PREMRI|RERAE . RATHH., TRAEHI|IRNTUL LR BB, #RHEK
FIEHFT, AR DHNEESE S,

7. OCSP (Online Certificate Status Protocol)

5
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EEHFIEHSRSE BN ER, AT IXREHEGEFIEH RS,

8. ZFiL+H (digital certificate)

BFUEFHREEH NIV ELH AL AT EARATELEEL. ATEH. &
REGRE . ARMUR— LY BERONETF X M. €& KT EIEHF L% ERE
WA AR FE R XM, SANE R EE EE T HMIEMRMN. &M E#AT
MTHHFESH, RERFTFECARFIESRRAE TR AR, HERAEKTF
EHRHFATHERR T B

9. FEL (HF&E4 digital signature)

KRB S AR AT IR AR B M A AR 403 B9 A8 2 309, SR T IR
Frie e iR 4, FUHIABERER AL TEN, Bk A (FlagkE) #4T
EHHME,

10. DTS ( Digital Time Stamp)

HF e B BRS e E AR T A P R R 15 SR AR B ()R, DUEBA AN
JE B 8] AT b B R L A AE . B JELUR R B R B PR AT R BB UTC, @3
GPS (2 TERMASL) LERGERESFIERTHNBEHMEEST,

11. LDAP (Lightweight Directory Access Protocol)

BREREZFEH NG, LDAP AT E#H. TEREFIES UL FIES
%% (CRL),

12. 0ID (Object Identifiers)

X EARRF N E A 0ID B B AR p A LA, FHHR—ABKRX
%, 01D B— &£ F ARt (Flam “1.2.3.47 ), 01D AREHE XK E
ITU-T # % X.208(ASN. 1), 4k (A~ AD ¥ DU EFFAREAE R T iFEE —
MR ZARRAE, FETER 2 TR T A TH R ARG

13. PKI(PublicKeyInfrastructure)

NTTE AR R M B AR PKT O R E TIEH oA T &4 H SR B 23

TEMAEXRKR, AR, A, BEMEFHES.

14. #4471 (Private Key)

RE—MARNTT. HRAENERENEFTEY, ATOREFEL. M2
WG AR LA TR — R B ALE XA

B



B F A Ak A BEAERZBEZLA RN

15. A4 (Public Key)

AT T4, T IUEAR R B AL 4 A 2 R, o R DAL R A 5 4R
X XM, AR R R

16. RSA i

RSA & Rivest. Shamir X Adelman Ff % BH By — Fi /A IF 55 40w 55 40 %,
DLES BB H B O A, TR AR T AR E KL B E .

17. SM2 &4

SM2 ZERFEERRT 2010 £ 12 A 17 H XA et B &2 A F B H &,

18. URL (UniformResourceLocator)

G—HBAH B A, URL £/ Internet B9 www REH5R)F LA TR
RALE W BT .

19. X.509

—f¥ & ITU-T (InternationalTelecommunicationUnion-T: [EFF 155k &)
BT % A7 9 30 F A 5 AR DA RORE BB IRIE 2 A . X. 509 v3 U — A BT B AL LB
Y RABEFIES.

20. % 5|
PR FEHFRIMAEHLAE,
21. I4F

KA F B IE AR B IE A 2 [ B 5K B M B AT AR B TE A
22. iEH EHKR (certificate subject)

EH ERZUER A LB EER, CHUEMAL N, L%,
23. iTF (customer)

[\ CA WiFIEH Wik, @IFEAAR P AT

24. K #F# (relying party)

BRI P B ST R R P R E,

25. M AIEH (individual certificate)

UAAF P % X1 CA wiE, FAURRAMASGERNIES.
26. MLMEH (organization certificate)

CLALAG B 7 4 X1 CA W iE, AR &4 5 R BIE 6 .
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27. SSLiE# (SSL (Secure Socket Layer) certificate)

SSLI## L FEREWIEY, BeRFBRLHIPHAERE, ATHMR
FBHAT HMINE, HERF B 5 P32 AL SSL kB, 7R
BHATIE, HAREBEECALIBRT TR ER.

28. B EEEAAR ushb key

BRI RE — M E PRI A H R g ., 7 LR 2 F 48k B fL 40 A0
EH . HHTEL ML LI E BIEH e E L4,

29. IEH# %™ (certificate policy)

—EEEWANSE, AURALES S — M- GRM () EAHEEZAR
KB Rz K AL E R M SR USRS T AR 2 A T R E K N A B E
FE
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2 ERANEEREE

2.1 ERE

HaiNanCA f5 B E R — M AF R E, CRERE. REILES R 5T
8 XM E A, HaiNanCA E R EN A @HFEELRFUTAZE: iE4H. CRL, EH
KA1 &, HaiNanCA CPS #TByMAR, LLRHEME HaiNanCA 1 & #1 2 A 8915
Ko HaiNanCA iEH EHEREWNTH, FAXFHKZL HaiNanCA 4% BYE 4 A0 L
R F & (CRL), £ N P Ao 4% 5 fl 38 4 HaiNanCA E # & 18 X I UEIE
WEAREHEEE, AP %3 HaiNanCA W35 (www. hainanca. cn) &31if
5 BB THAEH . HaiNanCA 15 B BT & B Z A AL IEAA &L H 8 IIE 5 Fo 4T
IS R @, TREHER FRAA,

HaiNanCA 1z B BE¥ B OAF & A @A E . CPS BT, IE4 24 B9 3 40 fn E At
FRERE, REARREFES CPS A XEEEN I,

P& HaiNanCA #AX# 41, 2037 1915 B E (S E Al CA 3 RA 44y 404E)
FHEMM CPS F1/3 HaiNanCA f5 K S A A ALE 5 BB HH
2.2 NEE WA
2.2.1 CPS W& A

HaiNanCA CPS —#% HaiNanCA % P35 (www. hainanca.cn) 2L 4 & = ¥
AL, B, AR, A4 —MMAROEFIESNERNL. FHEFIES
B F A 4 th i £ B & 4K F1, HaiNanCA CPS b & A B B ok 8 18 A HL U
1.5.4 WL 2. wHFE, FifE HaiNanCA W35 (www. hainanca.cn) &%,
A EARA AT FATE 50,
2.2.2 it CRL XA

BFIEHEEL AT G, wRIT P &AEK, HaiNanCA BRI\ K IZIE - 8l &
& A7 %Mz B HaiNanCA & # % A7 CRL LAAA 78 4L 4578 2% 40 A 9 7 88 19 3k 7 3E
o E B R # 4 F 4£ HaiNanCA By LDAP FR % B 535 & W15 B AL B & 7] &4 3
BIEH 1 CRL H %1 A . B HaiNanCA 42 #EA7E B OCSP AR %, IE 1Rk #
77 G S B3 K BUE B R FT R AR A

HaiNanCA BYIE 5 & A 4 F| Fl LDAP H R R 4 & & it £ 31 1E 5 #4E f1 CRL

9
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BAE, FERIES R CRL s EW#E K.

HaiNanCA W REGFE AL FE, RERXFTHHE, B ARFFLELR, E
FOELKANBFUES R R LR EGRRAHTEER Y, FiEH AR T2
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